
Allowlisting - Quick Reference - IPs, Headers & URLs

Multiple allowlisting methods are listed below. Choose the method that best suits your organisation
- preferred methods have been tagged.

Microsoft/Office 365

Allowlisting - Use M365 Defender to allow a Phishing Simulation
M365 Direct Email Injection (API Integration To Bypass Allowlisting)
Supplemental Allowlisting Guides (Optional):

Allowlisting - Bypass Safe Link/Attachment Processing of M365 Advanced Threat
Protection (ATP)
Allowlisting - Automatically Download Images For Emails Sent To Microsoft 365
Integrating With Microsoft's Built-In "Report Phishing" Button On Outlook

M365 With Third-Party Email Gateway/Mail Relay/ Hybrid On-Prem Exchange:
Microsoft 365 - Enhanced Filtering For Connectors (Skiplisting)

Email Allowlisting -
Introduction Page

Allowlisting GrintOps in your Email
Platform
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