Email Allowlisting - Bypass
Safe Link/Attachment
Processing of M365
Advanced Threat Protection
(ATP)

In order for GrintOps emails to function correctly, there are two sections that require additional
rules to bypass Microsoft's Advanced Threat Protection system.

e Step 1. Bypass ATP Attachments Scanning

e Step 2. Bypass ATP Safe Link Scanning

o Defender for Office 365 Plan 1 - ATP Link Bypass Rule

o Defender for Office 365 Plan 2 - ATP Link Rewriting Bypass Rule

Note: As a precaution, we recommend waiting 1 hour after enabling these bypass policies to begin
testing.

Step 1. Bypass ATP Attachments
Scanning

To bypass ATP Attachment Processing, set up the following mail flow rule:

1. Log into the Microsoft 365 (formerly Office 365) portal and select "Admin centers" > "
Exchange".
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2. Select "Mail flow" to expand the settings menu then select "Rules".

3. Click "Add a rule".

ATP - Attachment Bypass Rule - IP addresses - New Rule.png
4. Click "Create a new rule".



5. Give the rule a name, e.qg., "Bypass ATP Attachment Processing - IP Address".

@ Set rule conditions

O Set rule settings

O Review and finish

Set rule conditions

Name and set conditions for your transport rule

Name *

‘ Bypass ATP Attachment Processing

Apply this rule if *

‘ Select one ~ ‘ Select one

Do the following *

‘ Select one ~ ‘ Select one

Except if
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6. Under "Apply this rule if* select "The Sender..." > "IP address is in any of these
ranges or exactly matches"

Mame *

‘ Bypass ATP Attachment Processing

Apply this rule if *

‘ The sender W ‘ ‘ IP address is in any of these ranges or... -+

Sender's IP address is in the range Enter words Vi

7. Then enter each of GrintOps IP addresses, clicking the "Add" button for each. (A complete

list of our IP addresses can be found here.) Then hit "Save".

specify IP address ranges

‘ Enter an IPv4 or IPv6 address, or range | m

Edit Delete 2 items
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8. Under "*Do the following" select "Modify the message properties..." > "set a
message header".

MName *

Bypass ATP Attachment Processing [ |

Apply this rule if *

The sender : ‘ ‘ IP address is in any of these ranges or...

Sender's IP addressisintherange . __ __ _ ... - —

Do the following *

Modify the message properties - ‘ set 3 meszage header

Set the message header Enter text to the value Enter text

9. Edit the properties of this by selecting the "Enter text" buttons:

Use the following entries:
Set the message header to "X-MS-Exchange-Organization-
SkipSafeAttachmentProcessing" and set the value to "1".

10. Click "Next".
11. Leave all settings in "Set rule settings" as their default values and click "Next".

12. Review your settings and click "Finish".
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After your finish creating this rule, it is turned off by default until you turn it on from the Rule:

Rule name
Bypass ATP Link Processing (i 1P Address

Rule comments

Rule conditions Rule settings

Apply this rule if Mode

Sender's IP address is in the range [N AuditAndMotify
—

—e e fo

Set date range

Do the following Specific date range is not st

Set the message headar 'X-MS-Exchange-Organization-

SkipSafelinksProcessing' Priority

to the value "1’ 0
Severity

Except if Mot specified

Edit rule conditions For rule processing errors
Ignore

Stop processing more rules

false

Edit rule settings

Step 2. Bypass ATP Safe Link
Scanning

Note: The next rule to implement is dependent on whether you use Defender for Office
365 (ATP) Plan 1 or Plan 2.

e If you use Plan 1, please ONLY implement the Mail Flow Rule (ATP Link Bypass).

o If you use Plan 2, please ONLY implement the Threat Policy (Safe Link Bypass).

Do not implement BOTH rules below as they will interfere with each other.
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If you do not know which Defender plan you have, simply follow the guide for Plan 2. If the Safe

Links policy (on step 4) is not available, you have Plan 1.

Step 2. Plan 1 - Mail Flow Rule (ATP Link
Bypass)

To bypass ATP Link Processing, set up the following mail flow rule:

1. Log into the Microsoft 365 (formerly Office 365) portal and select "Admin centers" > "
Exchange".

2. Select "Mail flow" to expand the settings menu then select "Rules".

3. Click "Add a rule".
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4. Click "Create a new rule".




5. Give the rule a name, e.g. "Bypass ATP Link Processing - GrintOps IP Address".

@ Sset rule conditions

O Set rule settings Set rule conditions

O Review and finish

MName and set conditions for your transport rule

Name *

‘ Bypass ATP Attachment Processing -

Apply this rule if *

Select one ~ ‘ Select one +
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‘ Select one v ‘ Select one +
Except if
Select one v ‘ FrrmiaT +

6. Under "Apply this rule if* select "The Sender" > "IP address is in any of these ranges
or exactly matches".

Set rule conditions

Mame and set conditions for your transport rule

MName *

Bypass ATP Link Processinc

Apply this rule if *

The sender b ‘ ‘ IP address is in any of these ranges or... -
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7. Then enter each of GrintOps IP addresses, clicking the "Add" button for each. (A complete

list of our IP addresses can be found here.) Then hit "Save".
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8. Under "*Do the following" select "Modify the message properties..." > "set a
message header".

Name *

Bypass ATP Link Processing

Apply this rule if *
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set a message header v —+

Modify the message properties : ‘
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9. Edit the properties of this by selecting the "Enter text" buttons:

Use the following entries:
Set the message header to "X-MS-Exchange-Organization-SkipSafeLinksProcessing
" set the value to"1".
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10. Click "Next".
11. Leave all settings in "Set rule settings" as their default values and click "Next".

12. Review your settings and click "Finish".
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After your finish creating this rule, it is turned off by default until you turn it on from the Rule:

Rule name
Bypass ATP Link Processing (il 1P Address

Rule comments

Rule conditions Rule settings

Apply this rule if Mode

Sender's IP address is in the range [N AuditAndMotify
—_— 1

Set date range

Do the following Specific date range is not st

Set the message headar 'X-MS-Exchange-Organization-
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to the value "1’ 0
Severity
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Edit rule conditions For rule processing errors
Ignore

Stop processing more rules

false

Edit rule settings

Step 2. Plan 2 - Threat Policy (Safe Link
Bypass)

1. Visit your Microsoft 365 Admin Center and click "Security" to open the Microsoft
365 Defender page.
2. Click "Policies & rules" > "Threat policies"

3. Click Safe Links
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4. Either edit the existing ATP Link Policy and click "Edit policy" or click the "Create" button
to make a new one and call it something descriptive (e.g. GrintOps Safe Link Bypass).
Once done, click Next.

Name your policy
Add a name and description for your safe links policy.

Mame *

Description

5. Ensure the policy includes all employees within your organisation. If you have a group that
can be used for this, then select the group or simply select the domain that your
employees have all their email addresses under (as shown in the example below). Once
done, click Next.

Users and domains
Add users, groups and domains to include or exclude in this policy.

Include these users, groups and domains *

Users

And
Groups

And

Domains

D Exclude these users, groups and domains

6. Leave all items as default but select the Manage 0 Urls hyperlink under the "Do not
rewrite URLs..." field. Then click to add URLs:
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7. Finally, in the "Do not rewrite the following URLs" section, add domains that GrintOps

use for phishing landing pages. Please see our Allowlisting - Quick Reference article for a

full list of our landing page domains. Each landing page domain needs to be added.
Note: Each domain must be added using the format *.[rootdomain]/* so if you are
adding the domain "office365-webnotif.com.com", you need to enter *.office365-
webnotif.com/*

The following are examples of phishing website domains:

office365-webnotif.com
office365-webnotif.site
miro-apps.online
hukumOnline.com
slack-apps.online
github-apps.online

koprabymandri.com

Click Next and then Select Submit. And you're all done! These changes may take up to an hour to
take effect.
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